
RED TEAM FAILS

“Oops, my bad I ruined the operation”

A story on how to fail a redteam
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Build the infrastructure

▪ 1 Command and Control Server

▪ DinoStrike

▪ 1 Redirector

▪ Dinoginx

▪ 1 Phishing Server

▪ HTTPS certificate🔒

▪ Domain: dinosrv.com
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Oops, we leaked the infra in the certs…

- Use generic name for DNS
- Use wildcard for certificate (*)



Phishing attempt🎣🐟
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Oops, we used the default GoPhish binary with many IOC

- Customize your GoPhish
- Change the default parameter (rid)



Too much success ? very sus

Yeah, many callbacks
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Who is Johnny Cage ? 
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Oops, our payload is detected and we got SPAMMMMMED !

- Disable hosted payloads for staging purposes
- Never upload your binary on VirusTotal, or send the samples
- Geoblocking / IP whitelisting
- Guardrails using domain/computer/username



Oops, we executed the worst command

- Common detection trap, quick win for Blue Team: whoami



Graph all the things
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Oops, we used forgot the basics of opsec

▪ - Do not touch the disk (in memory execution only)

▪ - Encrypt your output data, at least reduce the leftovers
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Kerberoasting
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Oops, the query is too large

- CrackMapExec/NetExec LDAP queries use wildcard (*)
crackmapexec ldap $TARGETS -u $USER -p $PASSWORD --kerberoasting kerberoastables.txt



Move lat (like a ninja)
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Oops, 
no pivoting today 

Impacket

- smbexec: BTOBTO or rand_char*8 svc

- psexec: RemComSvc

- wmiexec: cmd.exe /Q /c

BTOBTO
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https://github.com/kavika13/RemCom


Oops, I looted too many hashes !
Looting NTDS via CME/NXC 

- Replication is always done by Domain Controller (Computer account) 
- Do you really need to dump ALL the users and computers ? One is enough (krbtgt)

I wasn’t

stealthy

enough🥲



The best view is from the clouds ⛅
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Oops, GuardDuty was watching 



GAME OVER - See you in jail !

Dino: 0

Blue Team: 1
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No question please, I have bad advices
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